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1 Introduction

Memory consistency models (MCMs) [26] specify the values
that shared memory loads are allowed to return in a paral-
lel program. A large body of work has produced formally
specified MCMs for a variety of ISAs [58, 49, 6, 53, 47, 64, 4,
34] and high-level languages (HLLs) [44, 14, 50, 13, 11, 46].
These efforts have in turn enabled verified compilers [13, 12,
54, 33, 56, 50, 55, 61, 62] which correctly translate between
HLL and ISA MCM primitives and automated tools which
find [27, 2, 3, 1, 28, 29, 21, 30, 32, 52] and repair [5, 63, 19, 48]
MCM bugs in programs.

The Hardware MCM Verification Challenge. MCMs
and the analyses they support are useless if we cannot guaran-
tee microarchitectural compliance. The prevailing approach
for hardware MCM verification given a SystemVerilog imple-
mentation of a processor, the design under verification (DUV),
is as follows. First, teams of industry engineers spend signif-
icant time [20] manually encoding instruction-level update
properties (e.g., “store instructions update memory”) and
ordering properties (e.g., “stores update memory in an order
consistent with their program order”) as linear temporal logic
(LTL) assertions [51, 43] involving low-level signals in the
DUV. Second, commercial model checkers (e.g., Cadence’s
JasperGold [15]) are deployed to prove/refute microarchitec-
tural compliance. This process requires significant manual
decomposition of both the properties and the DUV to scale
verification. Ultimately, industrial hardware MCM verifica-
tion efforts culminate in bounded (e.g., “proven up to n cy-
cles”) correctness proofs. This incompleteness manifests as
hardware bugs in real products [7, 8, 60, 42, 33, 22].

2 Bottom-Up Hardware MCM Verification

Our recent work takes a radically different bottom-up ap-
proach to the hardware MCM verification challenge by syn-
thesizing axiomatic models of MCM implementations, called
usPEC models, directly from SystemVerilog processor descrip-
tions [25]. These pspEc models can be input to existing for-
mal MCM verification flows that evaluate ISA MCM com-
pliance [35, 41, 36, 60, 39, 38, 45]. Such approaches achieve
efficiency and scalability by operating on hardware descrip-
tions (uspEC models) that eschew irrelevant design details
(combinational logic). Moreover, our bottom-up verification
approach, called RTL2psPEC,! out-performs top-down alter-
natives, since abstract uspEc models can be incrementally
constructed by evaluating the DUV’s adherence to simple

IRTL2SPEC is open source at https://github.com/yaohsiaopid/rtl2uspec

(quick to check) and generic (easy to instantiate automati-
cally) low-level LTL properties.

Our proof-of-concept RTL2uSPEC design synthesizes a com-
plete,and proven correct, uspEc model from the open-source
four-core, three-stage RISC-V multi-V-scale processor [37,
40] (written in SystemVerilog) in 6.84 minutes. Verifying ISA
MCM compliance of the synthesized pspec model takes sec-
onds [36]. Prior work (based on the top-down approach) timed
out after 11 hours of runtime when attempting to verify ISA
MCM compliance of the same microarchitecture [39].

Our goal is to conduct formal MCM verification of ad-
vanced processor designs which include standard commer-
cial features—e.g., pipelines, including super-scalar and diver-
sified, out-of-order execution, speculation, caches, prefetch-
ers, multi-core. We believe this goal requires: (1) scaling
RTL2SPEC itself to accommodate advanced processor im-
plementations in both size and complexity, and (2) devel-
oping novel design-for-verification (DFV) approaches based
on formally verified runtime monitors to compensate for
model-checker limitations. Our talk will discuss both of these
directions, which we outline in the remainder of this abstract.

3 RtL2usPEC for Advanced Processors

p#hb Analysis. MCM verification approaches that operate
on psPEC models rely on microarchitectural happens-before
(1thb) analysis, which models hardware-specific program ex-
ecutions as directed phb graphs (Fig. 1). Nodes are hardware
events, namely program instructions (graph column labels)
updating sets of hardware state elements (graph row labels);
and directed edges denote happens-before relations.

uSPEC Models. To support phb analysis, a microarchitec-
ture is encoded as a pspEc model—a collection of first-order
logic axioms (i.e., rules) which describe how to construct pzhb
graph representations of encode hardware-specific program
executions on the design. The axioms describe (1) how in-
structions flow through the microarchitecture (column-wise
nodes and edges), and (2) how instructions interact with each
other (edges between graph columns). To verify ISA MCM
compliance of a uspEC model, one can use formal tools (e.g.,
satisfiability (SAT) [18] or SAT Modulo Theory (SMT) [10]
solvers) to search the space of all possible hardware-specific
program executions encoded by the model for those which
exhibit MCM violations. Each microarchitectural execution
possibility is denoted by a distinct acyclic phb graph that
satisfies all yspec model axioms.

Enhanced rTL2psPEC. The core limitation of RTL2uSPEC
is its inability to discover multiple distinct execution paths



(phb columns) for the same instruction on the DUV. E.g., an
instruction with more than one path is a load/store that can
experience a cache hit or a cache miss.
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some instruction under verification STB

(IUV), our insight is that a subset of ~ ggtagare
finite state machines (FSMs) in the  yataarr(1)
DUV’s control-path, called micro- wbuf_s3(1)
op FMS (uFSMs), orchestrate the ex- -

ecution of instructions from the
. . wbuf_s5(1)
time they are fetched to the time

g . d
they project their final state up- FreArr()
dates onto the DUV. An instruction  "****
claims a set of yFSMs during its ex- ~ s"™e"(®

wbuf_s5(2)

ecution and progresses through a
series of control states in each. Each
state represents an execution phase Figure 1. phb graphs
which summarizes a set of state up- for SW on CVA6 write-
dates that the instruction projects through cache.

onto the DUV in a given cycle [24, 23]. Thus, our enhanced
RTL2usPEC discovers an IUV’s paths by exploring all realiz-
able partial orders on visited yFSM states.

We used the path discovery procedure outlined above to
explore instruction execution behavior on two processors:
the RISC-V multi-V-scale (described above) and CVA6 [66].
The latter is a single-issue RISC-V core featuring speculation,
limited out-of-order write-back, diversified function units,
and a cache. Fig. 1 shows some execution paths discovered
for stores within cache hierarchy: cache hit path (left), miss
paths with varying address alignment (middle, right). Like
original RTL2uSPEC, our path discovery approach relies on a
combination of modest design metadata, static netlist analy-
sis, linear temporal logic (LTL) property generation [51, 43],
and model checking [9, 16]. Most properties are checked in
the order of seconds to minutes.

Challenges. Our talk will discuss several challenges that
remain towards scaling RTL2usPEC to target advanced pro-
cessors. First, RTL2SPEC operates on monolithic processor
designs; we plan to modularize its implementation to further
scale performance. Second, our path discovery procedure en-
codes paths at the coarse granularity of uFSM control states,
rather than at the fine granularity of updated datapath regis-
ters; we plan to devise techniques based on RTL-level taint
tracking to convert coarse-grained paths into fine-grained
ones. Third, RTL2pSPEC cannot yet derive cross-core yspEC
axioms that summarize update and ordering guarantees pro-
vided by some DUV’s coherence protocol implementation.

RTL2uSPEC will inevitably be limited by undetermined
model checker outcomes. Some undetermined outcomes can
be proven/refuted on a scaled-down design (e.g., by reducing
queue sizes) [17] and generalized to a scaled-up design using
induction [31, 65, 57]. Others are more fundamental and arise
due to complex dependency chains in the DUV. To address
this latter issue, we will explore the use of verifiable hardware
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monitors that check for the difficult-to-prove (but required
for MCM compliance) LTL properties at runtime.

4 Verified Runtime Monitors

Tracy et al. demonstrate an open-source LTLtoAutomata
framework [59] to translate LTLy (LTL on finite traces) for-
mulas into finite state automata and then hardware.

They demonstrated processing 1000s of automata in par-
allel on an FPGA.

Our talk will propose leveraging this approach to gen-
erate explicit NFA hardware monitors from undetermined
LTL properties. These hardware monitors will be directly
integrated in to the final DUV. To support complete MCM
verification with RTL2uSPEC, we will deploy model checkers
to verify hardware monitor correctness, a far simpler task
which trades off with additional circuitry in the DUV.

We will also explore research challenges associated with
integrating the aforementioned hardware monitors into the
DUV. For example, efficiently supporting/verifying multi-
ple LTL properties will likely require breaking hardware
monitors into multiple modules. This will allow us to re-
duce routing and I/O complexity between the DUV and the
monitor modules. There are several approaches to cluster-
ing the LTL properties which we will investigate, including
separating properties into clusters with like input signals or
into clusters that have signals spatially close to each other
in the DUV. Furthermore, we will explore various options
for responding to runtime errors detected by monitors (e.g.,
roll-back or recover mechanisms).

5 Putting it all Together

In integrating RTL2usPEC with runtime monitors, we will
leverage counterexample guided abstraction refinement (CE-
GAR) to minimize added hardware. In particular, RTL2SPEC
will be used to synthesize a partial yspEc model; high-level
MCM verification will be conducted on the incomplete model
to evaluate ISA MCM compliance; if verification fails, a coun-
terexample will be used to direct rtl2uspec towards filling
in more of the model. Whenever undetermined results con-
tribute to failed pspEc model verification, runtime monitors
will be inserted in the DUV. In this way, CEGAR can guide
minimal monitor insertion. This procedure will continue un-
til pspEc model synthesis terminates with a verified result
or a real MCM bug is found.
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